IT Services IT Security

How to install a root certificate in Windows XP

INTRODUCTION

A rooft certificate is either a public key certificate or a self-signed certificate that
identifies the Root Certificate Authority (CA).

If installing the SecureW2 EapSuite for the eduroam network UCD recommends using
the installation package found at hitp://eduroam.ucd.ie/UCD SecureW?2 v0.03.exe

The installation package will import the UCD root certificate automatically.

INSTRUCTIONS

To install a trusted root certificate manually follow the steps below.

How to install a Trusted Root Certificate in Windows XP

1. Go to Start —

iy start
Control Panel

B Control Panel

and click on (I
Internet Options Internet
Options

2 Clickon the
Content tab

Internet Properties

| General | Security | Privacy | Content | Connections || Programs || Advanced |

Content Advisor

<

Ratings help you contral the Internet conktent that can be
wviewed on this computer.

Sektings

Certificates

2
Click [

Certificates

Use certificates for encrypted connections and identification.

Clear 551 state ] L Certificates J [ Fublishers ]

AutoComplete

a

Feeds

AutoCompleks staores previous entries
on webpages and suggests matches
For ywou.

Sektings

Feeds provide updated content from
websites that can be read in Internet
Explorer and other programs.

=

Sektings

[ o JI

Cancel ] Apply
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3 Select Trusted Root
Certification Authorities
to see a list of trusted

certificates.

Issued To Issued By Expiratio...  Friendly Name »
ABA.ECOM Root C&  ABA.ECOM Root C4 09/07/2009  DST (ABA.ECOM..,
Eautoridad Certifica,.,  Autoridad Certificadar. ., 28/06/2009  Autoridad Certifi...
Eautoridad Certifica,.,  Autoridad Certificadar. ., 29/06/2009  Autoridad Certifi...
Elgaltimare E2 by DST  Baltimore EZ by DST 03/07/2009  DST (Baltimore E...
Belgacom E-Trust P... Eelgacom E-Trusk Prim,.. 21/01/2010  Belgacom E-Trus.,..
C&W HET Secureh,..  CoW HET Securelet ... 16{10/2009  Ow HET Secure...
C&W HET Secureh,..  CoW HET Securelet ... 16{10/2009  Ow HET Secure...
C&W HET Secureh,..  CoW HET Securelet ... 16{10/2010  Ow HET Secure...
(o HIT Securshl,., B HKT Securshist ., 16/10/2009 CWHKT Secure.., 4

Certificates

Intended purpose:

Intermediate Certification Autharities | Trusted Roat Certification Authorities | Trusked Publ € *

Certificate intended purposes

Click import to install
UCD Trusted Rooft
Certificate.

Close

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

4 The Certificate Import
wizard appears

This wizard helps vou copy certificates, certificate busk
lists, and certificate revocation lists frorm your disk ko a
certificate skare,

£ certificate, which is issusd by a certification authority, is
a confirmation of vour identity and contains information
used ko protect data ar o establish secure netwark.
conneckions, & certificate skore is the syskem area where
certificates are kept,

Ta conkinue, click Mext,

Click Next to get started
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$ Click Browse to locate the Certificate Import Wizard X
UCD Trusted Root Certificate.

File to Impork
apecity the file you want o impart,

The CA certificate cacert.crt

can be found at: Flle name:

| C\Documents and Settings)Deskhoplcacert, ot | ’ Browse. .. I
http://www.ucd.ie/system/ssl/ Make: More than ane certificate can be stored in a single file in the Following formats:
M Personal Information Exchange- PKCS #12 (PFY, P12)

. Cryptographic Message Syntax Standard- PKCS #7 Certificates ( P76)
Save this file to your

compu ter Microsoft Serialized Certificate Store (,33T)

[ < Bark H Next > H Cancel ]

Click Next

(X)

6 Make sure the Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

. . Windows can automatically select a certificate store, or vou can specify a location for
Place all cerfificates in the

. . () dutomatically select the certificate stare based on the type of certificate
following store button is

(¥) Place all certificates in the following store

selected.
Certificate sore:
|Trusted Roat Certfication Authorities H Browse. .. ]
l < Bark. H Mext = l l Caniel ]
Click Next
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Click Finish to exit the

wizard

Certificate Import Wizard )

Completing the Certificate Tmport
Wizard

Yfou have successfully completed the Certificate Impart
wizard,

Yfou have specified the Following settings:
Certificate Store Selecked by User  Trusked Rook Certific,

Content Certificats
File: Hame: C\Documents and 5
4 ¥
[ < Back H Finish I [ Cancel l

8 |f the certificate installed successfully
the following message box should

appear.

Certificate Import Wizard @

L
\]}) The import was successkFul,
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